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Abstract

This study present solutions to the problems of Hacking, and Intrusion on
wireless network specially (wi-fi) networks which became using in spread way in
companies , institutions and a large residential compounds. The study took more
care of Illegal Hacking of Wireless Networks and complete the legal Users of
applications and services of these networks, control and regulation of Wi-Fi
connections. The study aimed to determine the weakness points in Access to (wi-fi)
devices by using MAC address filtering in addition to strong passwords. The study
used analytical description methodology, deductive and application methodology to
study the Hacking of (wi=fi) devices. The study used algorithmic in designing and
models for the networks of (wi-fi) devices in common use (D-link & Linksys
Devices) in application. The important results which arrived by this study, design
secure Access model for Wi-Fi networks. and applicant packets to deny Access the
Intrusions Access to Wi-Fi networks. The study recommended to the important
using of (wi-fi) devices which have a big capacity to filters physical address (MAC
Address) and connecting more then one (wi=fi) to ensure the controlling process
and to increasing the numbers of users on a wireless network. The study also
recommended for the important to one Device per user policy and complicate the
password, change it periodically, trained the users to keep the password, and
activating IP Address verification to enhance the security features of the wireless
network.

Keywords: (wi-fi) networks , wireless networks , safe arriving , passwords |,
physical address(MAC address)
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1- wolf gange Osterhage (2018), “ Wireless Network Security”, CRC press — Tylor & Francis Group, a
Science publishers Book second edition , ISBN 13:978-1-1380-9379-9 (Hardback).
2- (Stefaan Seys, Dave Singelee, Bart Preneel,2004), « Wireless Network Security” , Revue HF Tijdschift , pp
24 — 35.
Web sites:
https://nasainarabic.net/main/articles/view/wireless-network.

http://www.mhpcc.edu/accounts/password/ policy.html
http://www.sans.org/newlook/resources/policies/ policies.html
https://www.startimes.com/f.aspx/f.aspx?t=7596210

https://www.nasainarabic.net/main/articles/view/wireless-network
http://www.modwifi.bitbucket.org
https://www.ar.wikipedia.org

https://www.an.library.com.
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https://www.wi-fi.org/discover-wi-fi/security.

10. http://www.linksys.com/support.
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